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Agenda

n |dentity Theft — America’s fastest growing
type of robbery

s Consumers lost $50 billion last year

n Estimated 9.9 millien victims: in America
s What IS 1t?
s What information IS stolen?
m [ypes ofi identity theft
= How they obtain your information
= How you can protect yourself
s \What to do If you're a victim



What Is Identity Theft

m [hieves steal personal information about
you

m Spend money: as fast as they can
= Move on te Impersenate semeone else



Personal Information

s \What do the thieves want?
= Your name, address and date ofi birth
m Soclal Security number
m Driver's License number
s Credit Card numbers
s ATM cards
n [lelephone calling cards



Personal Information

= Where do they get It?
m Credit cards
m Driver’s Licenses
m Pre-approved credit offers
m Investment reports
m [nsurance statements
s Benefit documents
m [ax Information
m Personal checks



Types of Identity Theft

= Account Takeover
m [hiefi obtains your existing credit account information

m Purchases items or services using the actual credit
card or the account number and: expiration date

= Application Fraud

m [hief uses your SSNand other personal info to open
NEew accounts In your name

s Monthly statements mailed to a different address



How Do They Get Your Identity?

= [he old-fashioned way
m Stealing wallets and purses

= New sophisticated ways
m “Dumpster diving”
m Stealing mail frem maillboxes
m Accessing your credit report fraudulently
m “Shoulder surfing™ at ATM’'s and phene booths

m |ooking at Internet sources, public records sites and
fee-based information broker sites



Dumpster Diving: Trash or
Treasure

= What's Iin Your Trash?

m Pre-approved creait card offers — they complete the
application and have card sent to them at another
address

m [Loan applications — they complete the application anad
have money sent to a phony address

m Bank statements — they now have your bank account
numbers. They create bogus checks

m Checks — They create duplicate bogus checks



ATM Fraud Scheme

s Plastic strip placed into card insert
s Machine cannot read the card
m Machine continuously asks for PIN

x [hief nearby watches PIN being entered
OVver and over

= Victim thinks ATM Is broken and has the
card

m [hief removes card and enters PIN



IRS Tax Form Scam

“IRS form” recelved from your bank, reguesting
sensitive information

m SSN

x DOB

s Bank account numbers

m PINnumbers

Form Is similar to real IRS forms
Created and sent by an identity thief

Once faxed to the number provided, thief has
Info to clean out your bank accounts



Dear Customer,

We are currently updating our resident, non-resident alien and citizensO ecords. This is to enable us to
detect persons exempted from the United States reporting and withholding tax on interest paid to you
on your bank account and other financial dealings. To adequately protect such exemptions from
paying tax on statutorily, we arc required to update our records to enable you recertify your exemption
status. To complete this exercise in time, you arc required to complete the attached Form W-9095 and
return same to us as soon as possible through the Fax number 1-914-470-9245.

United States citizens or resident aliens should also fill the form, indicating "U.S. Citizen/Resident"
on the form and return same to us. We will on receipt, re-classify such category of customers. In
completing the attached form, you arc advised to follow the steps below:

i) If you are a non-resident alien, indicate the name of your country to support your non-resident
status.

i) U.S. Citizens and other resident aliens must indicate their permanent residential address in the
U. S. This is to enable us mail further documents regarding their status.

iii) If any signatory/ies to the account have acquired U.S. resident status after the opening of me
account, please indicate same in the form.

iv) In case of joint signatories, all such persons or holders must sign and date the form separately
and fax same to the fax number indicated above.

All completed form W-9095 should be returned to us within Seven (7) days of receipt of this letter to
help us update your records immediately. Please remember that if your account or financial dealings
are not recertified early enough, it will be subject to U.S. reporting and withholding tax. If this is
applied, we ore required to withhold 31 of all interest paid to you. We appreciate your timely co-
operation to help us protect your exemption status and accurately update our records.

Yours sincerely,

Monique Meeuws



Ofticlal Use
ﬂl;:r ETIN: Onty

rom W-90985 | Application Form For Certificate Status/

(Rav. July 2001) Ownership For Withholding Tax

DeriTiant of the Treasury (Fax this Form tn 1-014-470-9246)

Pleass check the hox(es) that apply ta this application: u On-llm Filling [chult only ¥ you vdll pru-l income ;.x

LD New O Reapply nmn-nnun.vlamm—ummn.n-.ummum
0w N fax mail number below)}

[ Fax mall number In the foreign country if applicable.

Type or peird name (first, middie, last)

[J7ax Payer Idantification Number (EIN)[] Social Securky Numbar(SSN)
(Statn e wgmu)

CI— 1 71 1T 11

Toe: [IMe. ClMes. [ Othors Smc [IMale [ Fermale | US, Chizenship? Oves [ONo L] Legal resident abien
DBale of Buth: Month [ ] Dey[ — ] vear[ ][ Place of Birth:

Spouses Name (If any):
Markal Status: [JMaried [] Single [J Diverce  [J Widowed | Fathers Name /

| Mother's Maiden Name /__

Passpart No. (indieate Fiacs and Daie of lssue / Bxpiration):
Counlry of Py Ri {Address in Full, Not P.O.Box):

Branch aw in o, Telephane numbem):
Account Name and Dale i Was Opened: PIN Number {If any)
Pasawerd or Code (f any): Index Number (i any).
Dele and Amount of tast depostt [ 1
Account Officer (Full nama & Renk i am)| ]
Slate Other Accounts (If any): [ |
Day Time Phods / Fax No. [ ]
Whera did you work in the last 12 momthe? [ |
Whan did each employment begin and and? [ ]
Was sny part of these empioyments carmed out in the U.8.7 O ves O no
Do you intend Io etay In the US for 8 t0 12 monthe perlod? [ ves O~
How oen do you come Lo the US and when 6id you arrived fast? [ ]
Aro your spouse and children fiving in your country of residence? [ yes O~
Are your parents and relations living in your country of residence? [ ves 0 N

CERTIFICATION
Undanmc'uduy.ldecltclhdlhmmundﬂ\hwmwuwmwmmldwwww,m
R f I ncome

information baing providad i true, comect and complete. | will comply with ail of the p
Withhaiding Tax Relurns and related publications for each year of pasticipation.
SIGNATURES
Signaiure . Name ™ Nablonalty Bals of Bath Bale
gnature 9 viﬂ y
Signature Nama ‘Nationaity Date of Birth Date



Department Store Scam

= Purchase made using a credit card
= Phone next to register rings

m Caller Is “store security” — says you are a
suUspect In a credit card! firaud

m Needs clerk to verify credit card information
m May ask clerk to get address and SSN

m Call came from thief en a cell' phone
watching nearby



Check Washing/Counterfeit Checks

= [hief steals outgoing bill payments from your
mailbox

m Check Is changed (washed) using combination of
household products

s Changes payee and/or amount
= Counterfeiting a check Is easy.

m [hief uses a software program, blank check stock and
a printer

m Creates checks and writes them in any amount
n Information Is provided from your stolen check



Counterfeit Checks

Counterfeiting bank checks

Thief uses same tools - computer program
and blank check stock to create fake bank
checks

Locates item being offered for sale - either
online or in a publication

Offers to buy, sends check for substantially
more than agreed-upon price



Counterfeit Checks

Consumer deposits the fake check
Bank can’t tell Ifi it's fake - It's made to look
like another bank check, after al
Bank which “issued” check will eventually
identify’ the check as fake, and will not
Pay
Consumer has to reimburse his/her bank
the entire amount of the check




A Counterfeit Check
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Skimming Scam

s Waiter In a restaurant takes your credit or
debit card at the end of the meal

s Uses a small hand-held electronic device
(called a “skimmer”) toe swipe your card

m Only takes a second

= Your card information IS stored In the
skimmer

= [ hief makes counterfeit card, or makes
purchases over the phone or Internet



On-Line Fraud-ID Theft

Unlike the frauds and thefts we have
been discussing, these take place entirely.
Via computer

“Crackers,” viruses, spyware, “phishing,”
“pPharming”are threats

All can result in identity theft



“Crackers”

Other computer users who try to gain
access to your hard drive remotely ever
the internet

Passwords, encryption, a firewall, use of
a dynamic IP address can make their
lives more difficult



Viruses and Worms

Malicious pregrams that are installed
witheut yeur knowledge or permission

May be part of or enclesed in an email

Once Installed, may: replicate and propagate
themselves using yoeur computer
Perform unwanted acts - affect stored
data, may record keystrokes and “phone
home” or otherwise steal sensitive data



Spyware

A program which records your activities
On your computer and “phones heme.”

May be relatively benign, or may become

a threat by collecting and transmitting
sensitive data

Sometimes the spying Is disclosed, often
it Is not. Read the EULA.



“Phishing” Scam

= You get an email that looks like It comes
from your bank, credit card company, etc.

= Asking you to “update their records”
n May be due to potential fraud), ether reasons

s Provides a hyperlink to a web page where
you enter your personal information

= [he link takes you to a thief’'s website that
IS disguised to look like the company’s.



“Phishing” Emall

nrefnum09624867007 @citibank.com
Sent: Tuesday, September 14, 2004 12:04 AM
To: Rienzo, David
Subject: CitiBank Alert - Unauthorized Login Attempts [Tue, 14 Sep 2004 07:56:17 +0400]

r CitiBank

and if not

Am
Copy

of citigroup

104 Ci

Orp <https:




“Phishing” Emalil

Received: from 199 192 4 2 {[211.738.168 _26]) by WHAGEXL doj.stote_mh.us with Mucrosoft SMTPSVCCS 8. 2195.6713%;
Mon, 11 Oct 2084 B5:18:2Z7 -B488

X-Mozilla-Status: @881 From: SunTrust bank

X-Mozilla-5tatusd : BHBGEEGEE

FCC: mailbox:s/supprefrum3Esuntrust. com Sent <<Su pprefn u m3@SU ntrUSt-

A-Tdentity-Key: 1dl

Daote: Mon, 11 Oct 2884 @5:82:16 -8568 com

From: SwnTrust bonk <supprefnum3gsuntrust. coms

User-Agent: Mozillas5. @ (Windows; U; Ay oen-US; rwrl.4) Geckel@d3@624 Netscapes7.1 Cax)

X-Accept-Language: en-us, en
MIME-Version: 1.8
To: Dovid.Rienzof@doj.nh.gow
Subject: Customer service: wyour accoumt in SunTrust Bank
Comtent-Type: multipart/related;
boundary="----------- -@1A9Q5EZAIDIBEQSL T RABAT"
Return-Path: supprefnum3@suntrust.com
Messaoge-I0D: <MHAGEX1rE@XnZP1lY7P@aBadie5eNHAGEE]L . doj . state. nh us=
X-OrigimalArrivalTime: 11 Oct 78@4 @9:18:28 8528 [UTC) FILETIME=|Z6CCeBR@:B1C4AFTZ




“Phishing” Emalil

Please enter a domain address to look up its "whois” information
211. .16R.26 (ex. 10.0.2.1 or www.domain.com}

Please enter or select a whois server to search
whois.apnic.net

Whois has started ...

[whois.apnic.net node-1)
Whois data copy tterms httpfwww.apnic.net

inetnum:  211.232.0.0-211.255.255.255
netname: KRNIC-KR
KRMIC
Korea Metwork Information Center
KR

remarks:

remarks:  KRNIC is the National Internet Registry
remarks:  in Korea under APNIC. If you would like to
remarks:  find assignment information in detail
remarks: please refer to the KRNIC Whois DB
remarks:  http2¥whois.nic.o lish/findex.html
P
mnt-by:  APNIC-HM
mnt-lower: MNT-KRNIC-AP
hostmast apnic.net 20000908
hostmast apnic.net 20010627
ALLOCATED PORTABLE
source:  APNIC

person: Host Master
: MF KTFB/D, 1321-11, Seocho2-Dong, Seocho-Gu,

: Seoul, Korea, 137-857
country: KR

phone: +82-2-2186—4500
fax-no: B2-2 B—4496




More sophisticated than phishing

T hief creates website that looks like a
legitimate business’'s wehsite

Thiefi then hacks either the legitimate
website or the DNS server to redirect the
JUSINesSS’s customers to his site

Hard for thief to do, but also extremely.
nard for consumer to detect




How You Can Protect Yourself

= General Prevention Tips
m Check your credit reports at least once a year
n Follew up Ifi bills don't arrive on time
m Purchase a shredder
m Use a secured mailbox
m Do not print yeur SSN on checks
m Do not carry your SSN iniyour wallet/purse

m Keep items that contain your personal information in
a safe place



Other Prevention TIps

Carry only the credit/debit cards you need when
shopping

Remove your name from the marketing lists of the three
credit reporting bureaus

Sign up for the Do-Not-Call registry

Opt out of sharing your financial information When given
the opportunity

s When ordering new checks, pick them up at the bank
s Never toss credit card receipts in a public trash container

When creating passwords and PINs, use a combination
of letters and numbers — memorize them!

Shield your hand when using a bank ATM or making
long-distance phone calls with your phone card



Prevention for Computer Users

Password-protect your computer, and files that
contain sensitive personal data

Install a firewall to prevent access to your hard
drive by thieves

Installl and update virus protection seftware

When shopping on-line, be sure companies
provide transaction security protection

When dispesing ofi your computer, use a strong
“Wipe” utility program to remove data, or
physically destroy the hard drive




Protection When Traveling

Have Post Office stop delivery of mail

Carry only the checks and credit cards you will
need. Travelers checks are a good Idea

Make a list ofi items In your wallet/purse and
store In a safe place where you are staying (do
not include account numbers). Include phone
numbers of the companies

Lock up documents at home and in your hotel
Do not keep your PIN with your ATM card



Handling Information Responsibly

Carefully review your statements monthly
Shred all decuments with sensitive info

Find out how: your bank safeguards your data
and insist that paper and magnetic files e
destroyed. Do the same for companies that
ISsue loan or credit applications

Store cancelled checks and other personal
Information In a safe place



What To Do If You’re a Victim

Contact the fraud departments of one of the
three major credit bureaus to place a fraud alert
on your credit file

Close the accounts that have been affected

File a police report

m Send copies to your creditors and others that may.
reguire proofi ofi the crime

File your complaint with the FTC and Post Office



ldentity Theft Contacts

Contact the Identity Theft Resource Center at:
m 858-693-7935, or

m  Www.idiheftcenter.org

Contact Federal Trade Commission at:

m 800-IDTHEFT, or

m  WWW.CORSUMEN.gov/idthett

Contact Fraud Units ofi Credit Reporting Bureaus at:
s EQUIFAX: 800-525-6285

m EXPERIAN: 888-397-3742

m  [TRANS UNION: 800-680-7289

For fraudulent use of checks, contact:
m Checkwrite: 800-766-2748
Chexsystems: 800-428-9623

Equifax Telecredit: 800-437-5120
National Processing Co.: 800-526-5380
SCAN: 800-262-7771



http://www.idtheftcenter.org/
http://www.consumer.gov/idtheft

10.

ldentity Theft Procedures

Buy a notebook to serve as a telephone log and file folders to keep notes on
each contact;

File a police report in each jurisdiction where the theft occurred;

Close all accounts. Phone each company’s fraud division. Request copy: of
relevant fraud-dispute form. Complete and return immediately;

Reguest a new driver’s license from the state motor vehicle agency and have
a fraud report attached to your driving record;

Send certified, return receipt requested letter to each person contacted,
summarizing each conversation,

Notify check-verification firms about any fraudulent checks (Int’l. Check
Service @ 800-526-5380; Telecheck @ 800-927-0755; Certegy Check Services
@ 800-437-5120);

Order credit reports from: www.annualcreditreport.com, or 1-877-322-8228.
To do so in writing, get an Annual Credit Report Request Form from
ftc.gov/credit, fill it out and mail it to Annual Credit Report Request Service,
P.O. Box 105281, Atlanta, GA 30348-5281

Have fraud alerts placed on all accounts and make sure new ones are not
opened unless you are notified;

Refuse to pay fraudulent charges. Documenting the above helps;

Contact the Identity Theft Resource Center @ 858-693-7935 or at
www.idtheftcenter.org for more tips.



http://www.annualcreditreport.com/
http://www.idtheftcenter.org/

Do-Not-Call Registry

FTC’s Do Not Call Registry launched

m  Register at www.doenoetcall.qov now, or calll 888-382-
1222 (call from the number you want to register)

m |Impacts interstate calls only

s Enforcement began Oct. 1, 2003 or 3' months after
you| register

m \Won't stop pelitical, charntable and survey: calls
m Violators can be fined up to $11,000 per call

m Call 1-888-CALL-FCC and file a complaint



http://www.donotcall.gov/

Limiting Access

FTC’s Do Not Call Registry
m Register at:
s WL denetcall.qev, or
u 888-382-1222
m File a complaint at:
s 888-CALL-FCC

To Stop Credit Card Offers
= 888-5-OPT-OUT

Write to firms you do business with that you do
not want info about you sold to others



http://www.donotcall.gov/

Limiting Access

= [0 remove your name from national mailing lists,
WWW.The-adma.org, or write to:

m Malil Preference Service
P.O. Box 643
Carmel, NY 10512
s For problems withia mail order company, write to:
s Mail Order Action Line
1111 19t Street, NLW., Suite 1100
Washington, DC 20036



http://www.the-dma.org/

